Internet Commerce
and Trade Policy

by Stuart S. Malawer

Recent advances in three areas— computer technol-
0gy, telecommunications technology, and software
and information technology— are changing lives in
ways scarcely imagined less than two decades ago....
There were only some 4.5 million Internet users in
1991, and estimates suggest that there will be as
many as 300 million or more by the turn of the
century.

— Electronic Commerce and the Role of the

World Trade Organization I (1998)

I. INTRODUCTION

Global trade institutions are only beginning
now to address the dramatic challenges of
Internet trade and electronic commerce. The
framing of these policy issues and contending
principles by multilateral, bilateral and
regional organizations is only now in its
infancy. With inconsistent national legislation
posing an obvious threat to such commerce,
the goal of developing global trade law and
global governance for Internet commerce has
become more crucial. Suitable laws and struc-
tures are needed if the private sector and gov-
ernments are to ensure market-driven Internet
trade as an engine of global commerce.

The debate over the rules of the “New
Economy” is shaking long established notions
of economics, business and finance. New para-
digms and models of business and trade trans-
actions are emerging. In early 1999, seventeen
Internet, media and telecommunications com-
panies joined forces to launch a new initiative,
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through the Global Business Dialogue, designed
to tackle a myriad of issues transnationally.
Members of this global coalition include
American, Japanese, German and French
firms. Its mandate is to lobby globally against
intrusive regulation of electronic commerce
and the Internet.

A growing awareness exists among corporate
executives and policy makers that, along with
new business and economic paradigms, a cut-
ting-edge notion of trade regulation is emerg-
ing — one that ought to be accepted and crys-
tallized as a new principle of global trade law
and then implemented in specific sectors and
agreements. The new rule should state that
inconsistent national regulation of E-com-
merce, on either a closed computer network or
on the open architecture of the Internet, is a
non-tariff barrier. As such, it violates the disci-
plines of the World Trade Organization
(WTO), especially those concerning trade in
services as contained in the General
Agreements on Trade in Services (GATS).

An examination of domestic and international
developments also discloses a growing consen-
sus, fragile as it is, related to major policy
choices that favors self-regulation and reliance
upon market forces. Yet, significant skepticism
remains with nations that have traditionally
favored a regulatory approach and are leery of
U.S. dominance. This emerging consensus is
critical, but it only describes the latest stage of
Internet development. This stage involves—as
the Internet matures from primarily a medium
for communications to a commercial market-
place—a shift of concern from matters of tech-
nology and economics to law and regulation.
This is the battleground for the future of
Internet transactions.

The Internet is a global matrix of intercon-
nected computer networks using an Internet
Protocol (TCP/IP) to communicate with each
other. While sig-
nificant elec-
tronic com-
merce activities
take place over
proprietary or
other networks,
most analysts
consider them
with the
Internet when
discussing legal
and political issues. This article assesses the
most recent developments relating to global
governance of Internet trade and commerce,

There is a dire need to
resolve these critical
issues at the earliest
possible moment, before
inconsistent and dys-
Junctional policies and
regulations are enacted.



which involves business-to-business and business-to-con-
sumer transactions. In particular, it identifies the issues and
principles involved as they are being considered by the
United States and a range of international institutions with
a primary focus on the European Union and the WTO.
There is a dire need to resolve these critical issues at the
earliest possible moment, before inconsistent and dysfunc-
tional policies and regulations are enacted. It concludes
with general observations and specific suggestions concern-
ing developing appropriate global law and approaches to
global governance.

II. U.S. DEVELOPMENTS

In July 1997, the Clinton Administration released the report
entitled A Framework for Global Electronic Commerce.! In
addressing the administration’s views on Internet com-
merce, the report proposed five general policy principles:

¢ The private sector should lead.

e Governments should avoid undue restrictions on elec-
tronic commerce.

® Where government involvement is needed, its aim
should be to support and enforce a predictable, mini-
malist, consistent and simple legal environment for com-
merce.

® Governments should recognize the unique qualities of
the Internet.

¢ Electronic Commerce over the Internet should be facili-
tated on a global basis.

In essence, the report argued that Internet trade should not
face unnecessary government regulation and that Internet
governance should be approached from a global perspec-
tive. It recognized that a legal environment needs to be con-
structed to ensure private sector activity.

The report highlighted the following nine issue areas involv-
ing financial, legal and market-access:

e Customs and Taxation

¢ Electronic Payment Systems

¢ Uniform Commercial Code for Electronic Commerce
¢ Intellectual Property Protection

® Privacy

e Security

e Telecommunication Infrastructure and Information
Technology

e Content

e Technical Standards

The report contends that these general issues should be
addressed by international agreements with the intent to
preserve the Internet as a non-regulated medium.

In November 1998, the Clinton Administration released the
First Annual Report of the U.S. Government Working Group on
Electronic Commerce.2 This report reviews various actions

implementing the principles and policies enunciated in the
Framework Report. It concludes by stating:

“The U.S. Government will continue to pursue the cre-
ation of a market-driven policy architecture for this new
digital economy that will allow it to flourish while at the
same time protecting citizens from potential negative side
effects.”

The report highlights the following actions last year:

® The United States Trade Representative succeeded in
having the World Trade Organization (WTO) adopt a
declaration committing member governments from not
imposing custom duties on electronic commerce when
information and services are delivered electronically.

¢ Two treaties negotiated with the World Intellectual
Property Organization (WIPO)* were transmitted to the
Senate, and the Congress implemented them by enact-
ing the Millennium Copyright Act, in October 1998, which
modified U.S. law to conform to the new treaties. The
European Union (EU) has agreed to ratify these treaties
in the near future.

® The Internet Tax Freedom Act was signed and went into
effect on October 21, 1998. It places a three-year mora-
torium on local taxation of Internet transactions.

e The Administration has continued to work with various
international institutions that are addressing specific
aspects of Internet commerce. For example, it is work-
ing with the Organization for Economic Cooperation
and Development (OECD) on the issue of Internet taxa-
tion and with the United Nations Commission on
International Trade Law (UNCITRAL) on promoting
the Convention on Electronic Transactions.

These policy options and actions of the White House are
bolstered by the conclusion of the Department of
Commerce’s seminal report entitled, The Emerging Digital
Economy (1998).5 The report concluded:

“The pace of technological development and the border-
less environment created by the Internet drives a new par-
adigm for government and private sector responsibilities.
Creating the optimal conditions for the new digital econ-
omy to flourish requires a new, much less restrictive
approach to the setting of rules.”

The report contends that when the public policy issues
regarding electronic commerce are resolved, then the digi-
tal economy can further accelerate world economic
growth.6

III. THE EUROPEAN UNION

The European Union has been active in considering
Internet commerce. Some of its proposals and actions have
raised significant concerns in the United States. The
European Union’s most comprehensive document concern-
ing Internet trade, released in 1998, came from the
Directorate for Telecommunications, Information Market
and Exploitation of Research of the European Commission.



Entitled The Need for Strengthened International Coordination,’
it is informally referred to as the “Bangemann Charter,”
after the head of the directorate issuing the report.
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It acknowledges that there are numerous regulatory actions
at national and regional levels that reveal divergent
approaches. It states, “Ill-adapted or fragmented regulation,
however, will hinder the development of the ‘on-line’ econ-
omy.” It further states, “The wide range of activities possible
can only be fully exploited if an international enabling
framework emerges.”

The report makes the point that issues concerning the
Internet have progressed from the technical (interconnec-
tion and interoperability) to the present commercial issues
(market access and a competitive framework) as well as the
future legal issues (jurisdiction, liability, taxation, copyright,
authentication, encryption, data protection, content, con-
sumer protection). Yet, the report notes, “The technical
possibilities of open networks like the Internet are already
beginning to put legal structures to the test in various fields
of existing law.”

While U.S. firms have opposed significant EU action, the
EU Data Protection Directive, it is crucial to note this report
acknowledges the problem of inconsistent national and
regional legislation. The report concludes that “the global
electronic marketplace requires an appropriate framework
... It does not need to consist of detailed and harmonized
rules on all relevant aspects.” The report ends with a warn-
ing that “a global uncertainty surrounding different
national and regional responses to these challenges will
hamper the further development of the electronic market-
place.” While this report frames the contending issues and
principles admirably, the underlying tension between the
United States and Europe remains— that many European
governments, when they have the opportunity, choose regu-
latory solutions rather than relying upon market forces.

The European Union, in early 1999, called for comprehen-
sive consideration on all trade related aspects of electronic
commerce by the World Trade Organization.8 It suggested

the codification of a set of basic principles. These would

treat such specific issues as charges on electronic transmis-
sions across borders, data protections systems (concerning
privacy of individuals), and possible competition issues. It
would leave to the World Intellectual Property Organization
(WIPO), at this time, related intellectual property issues.

IV. WORLD TRADE ORGANIZATION (WTO)

The WTO has only recently begun to consider Internet
trade as a global trade issue. In March 1998, it released the
Secretariat’s study, Electronic Commerce and the Role of the
WTO.9 The study was written to provide background infor-
mation for the WTO members. It notes that WTO members
have now only begun to explore how the WTO should deal
with questions of electronic commerce. Among the policy
issues identified are the legal and regulatory frameworks
necessary for Internet transactions, security and privacy
questions, taxation, access to the Internet, market access for
suppliers over the Internet, trade facilitation, public pro-
curement, intellectual property questions, and regulation of
content. This study lays out the issues without prejudging
the outcomes. “The aim is to set out in a systematic fashion
the main issues that seem relevant to the interface between
electronic commerce and the WTO.”10 It asserts that
“Electronic commerce could be characterized as trade in
goods, trade in services, or as something different from
either of these.”!1

The WTO Ministerial Conference in May 1998 adopted the
Declaration on Global Electronic Commerce,)2 which requested
that the General Council establish a work program to exam-
ine all trade-related issues concerning global electronic
commerce and to report to the Third Ministerial
Conference in late 1999.13 It also declared the continuation
of the member states’ current practice of not imposing cus-
tom duties on electronic transmissions. In September, the
General Council mandated that reports were to be drafted
by the Council for Trade in Services, the Council for Trade
in Goods, and the Council for TRIPS (intellectual prop-
erty).l4

Of particular note is Director-General Renato Ruggiero’s
address, Building the Framework for a Global Electronic
Marketplace, given in Berlin in September 1998.15> He views
electronic commerce as a crucial new way of buying and
selling goods and services in either of two forms. First, the
entire transaction is carried out electronically and the end
product is delivered to the buyer in the form of digitized
information flows. Trade of this kind is trade in services—
such as a vast range of professional, advisory and financial
services. This form of trade, he contends, is covered by the
multilateral trade rules and specifically by GATS. Second,
electronic commerce is a kind of distribution service; goods
are paid for electronically, but are delivered in tangible
form. This form of commerce has been utilized successfully
in business-to-business transactions. Most recently, business-
to-consumer transactions are taking off. Ruggiero also con-
tends that distribution services are covered by the GATS.

However, it is extremely important to note that GATS is an
incomplete system. It requires new negotiations to extend it



to newer sectors and to schedule specific commitments,
which allow exceptions to the Most Favored Nation principle.
This extension is something that should be done in a forth-
coming Millenium Round of trade negotiations, which
President Clinton in the recent State of the Union address
has promised to request at the forthcoming ministerial
meeting of the WTO. The great significance of the GATS, as
a part of the WTO, is that it provides binding and compul-
sory dispute settlement over trade disputes.

Rules concerning the physical infrastructure of the Internet,
namely telecommunications services have been addressed
by the Basic Telecommunications Agreement.16 Telecommunica-
tion products have been addressed by the Information
Technology Agreement. Both of these agreements were con-
cluded under the auspices of the WT'O and have recently
entered into effect. The Annex on Telecommunications and the
subsequent Basic Telecommunications Agreement guarantees
access and use of public networks and services. The
Information Technology Agreement reduces tariff barriers on a
broad range of infrastructure products critical to electronic
commerce. The new round of negotiations concerning
ITA2 hopes to expand the scope of products included for
tariff reduction and elimination.

Ruggiero’s conclusion concerning Internet commerce and
global trade regulation is particularly instructive:

“(B)uilding a framework for the electronic marketplace is
really one part of the larger challenge of building a
stronger foundation for our ever-more interdependent
global economy. The reality of an increasingly borderless
global economy means that the economic reach of
nation-states is being challenged, and the ground rules of
international relations are changing. Almost more than
any development, it is pushing governments to work
together, plan together, and pool their efforts as never
before.”

V. REGIONAL AND INTERNATIONAL FORA

Other regional and international institutions have begun to
address various aspects of electronic commerce. Such insti-
tutions include the Organization for Economic Cooperation
and Development (OECD) and Asia-Pacific Economic
Cooperation (APEC).

In 1997, the OECD adopted Guidelines on Cryptography. In
October 1998, the OECD held a seminal conference in
Ottawa on global electronic commerce!7 and issued a decla-
ration opposing discriminatory taxation on Internet and
electronic commerce. It subsequently issued a comprehen-
sive report, in early 1999, addressing the economic and
social impact of electronic commerce.18 The report con-
tends that “The force that drives e-commerce will require a
re-examination of the framework for conducting business
and a questioning both of the efficacy of government poli-
cies pertaining to commerce and of traditional commercial
practices and procedures.”!9 It boldly asserts that “The
‘death of distance’ that is intrinsic to information network-

ing is probably the single most important economic force
shaping society at the dawn of the 21st Century.”20

In 1997, at its Vancouver Conference,?! the leaders of APEC
issued a declaration reiterating the importance of electronic
commerce to trade and economic development and their
commitment to foster its growth through support of the pri-
vate sector.

The International Telecommunications Union22 and the
World Intellectual Property Organization?? are concerned
with infrastructure and intellectual property aspects of
Internet trade.2* The WIPO holds significant promise of
providing dispute settlement when domain names are dis-
puted. A final report was released in April 1999 on the
domain name process. It incisively states, “Intellectual prop-
erty has become a central element in economic and cultural
policy in a world in which the source of wealth is increas-
ingly intellectual . . . capital and in which markets are dis-
tributed across the globe.”? The International Bureau of
WIPO and the Secretariat of the International
Telecommunications Union (ITU) are coordinating efforts
and proposals, among others, concerning dispute resolu-
tion procedures relating to domain names under the WIPO
Arbitration and Mediation Center.26

The United Nations Commission on International Trade
Law (UNCITRAL) has drafted significant international
agreements addressing electronic contracts. For example, it
recently completed the “1996 Model Law on Electronic
Commerce,” which provides a model of legislation that can
be adopted by nations in an effort to harmonize national
treatment of specific issues of electronic commerce.27 In
addition, a number of bilateral negotiations, during 1997
and 1998, have proven fruitful. Those have involved the
United States and Japan, France and the EU (through the
Transatlantic Economic Partnership). For example, both
the United States and Japan agreed, in May 1998, that the
private sector should take the lead in developing electronic
commerce and that both governments should avoid imposi-
tion of unnecessary restrictions on it.28 Nevertheless, it is
the WTO, as the premier global trade organization with a
binding dispute resolution system, that holds the greatest
responsibility in promoting the development of new rules of
law concerning Internet trade.

VI. OBSERVATIONS & SUGGESTIONS

The preceding review leads to several observations and sug-
gestions concerning Internet trade and global law and gov-
ernance. They include the following points:

* A number of international institutions are now dealing
with electronic commerce and Internet trade.

¢ The U.S. government, Internet and Internet-related
companies should focus their attention on developing
favorable global trade law on the WTO.

* The GATS (services agreement) relates most specifically
to Internet trade.



® General acceptance now exists for the U.S. policy that
less regulation is best and inconsistent national regula-
tion is to be avoided.

® While there is no explicit trade rule that inconsistent
and contradictory national legislation is a non-tariff bar-
rier, the formulation of such an explicit rule for
Internet transactions should be clearly enunciated as a
provision of general applicability. (This raises the issue
of an obligation to harmonize national regulation.29)

® The need for global governance is obvious. However, it
may be best to consider in addition to the WTO, a
regime (private and / or public) to help coordinate a
host of international institutions with responsibilities for
Internet-related activities.

¢ The international legal and institutional framework con-
fronting Internet trade today.

® Need to adapt quickly to ensure a market-driven
approach and global growth.

In conclusion, the inherently transnational nature of global
computer networks and the Internet must lead to greater
and more creative international cooperation. Existing
mechanisms may be used, but as Internet trade enters a
more legalistic era, newer rules need to be clearly enunci-
ated. Those rules should follow and reflect market forces.
Certainty and predictability are needed in Internet trade to
ensure that it becomes a powerful force for transnational
economic growth and global commerce. Clear and more
specific rules can only be good for democratizing a con-
nected world. This is especially true since a new model of

computing is evolving into what is being called “the post-PC
era.” Where there is a proliferation of information appli-
ances linked by the Internet to server farms and software
becomes more of a service business.30 &

Although primarily an economic phenomenon, electronic commerce
Jforms part of a broader process of social change, characterized by the
globalization of markets, the shift towards an economy based on
knowledge and information, and the growing prominence of all
forms of technology in everyday life.

— The Economic and Social Impact of Electronic
Commerce 143 (OECD Report, 1999)
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